
5 Tips to Protect Yourself from 
Cybercriminals This Holiday Season

1
Be Suspicious of Potential 
Disinformation
Verify information is correct before 
you share anything on social 
media.

2
Don’t Click on Advertisements
Only shop from trusted retailer 
websites. If a deal seems too good 
to be true, it probably is.

3
Beware of Fake Delivery 
Notifications
If you receive a notification for an 
unexpected delivery, don’t click the 
link unless you’ve confirmed the 
purchase is real.

4
Be Careful Downloading Apps
Only download apps from your 
device’s certified app store. 
Confirm the publisher is trusted and 
if in doubt, don’t install it.

5
Monitor Bank Account & Credit Card Activity

FMUB offers account alerts to notify you of activities 
such as large purchases, card usage or international 
transactions. Call FMUB or your credit card issuer by 
using the phone number on your statement or your 
card if you notice anything suspicious.
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If you feel you have been or may be a victim of one of these common scams this holiday season, or a different scam, 
please reach out to our team of friendly and knowledgeable bankers at FMUB - we're always here to help in a confidential environment. 
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As 2024 comes to a close, we would like to  
take this opportunity to thank you for your 

business and your friendship.  
From each of us at Farmers & Merchants Union 

Bank, we wish you and your loved ones a 
wonderful Holiday Season and a Happy New Year.

Happy Holidays Happy Holidays !!




